In Okta
In Wepow

The first step in configuring an application to support SAML based Single Sign-On from Okta is to set up an
application in Okta.

In Okta

Here is how to set up a SAML application in Okta:

1. Click on the blue Admin button

okta

Welcome to Okta Developer Edition

Hers are some usaful links 1o get starisd

Dikta Davalcpar Documantatian

Creabe an AP ioken

Enabie CORS for your domain

Creabs an QOpanlD Connedl wab appicaiion

Cresal an Aulhonzaon Saener Ior AP Adxcses Managemani

2. Click on the Add Applications shortcut

Shortcuts

=1 Add Applications
2% Assign Applications
Add People

Activate People

Deactivate People
Reset Passwords

Unlock People

L O R ol

3. Click on the green Create New App button
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Applications My dpphcations ﬂ

=3 Add Application

| mA5CI}EFEHIJKLMNDF‘DRETLU’WK\'Z’

Car't find an app? g Teladoc add
Anps wou created |0) —
Bfrankly =~ =™ . Add

INTEGRATIOMN PROPERTIES

Suipports SAML

Supports Provisioning —
G ] ":“:'Jl.pl'-d-l.‘.-\':l.'lv'l Add

4. Inthe dialog that opens, select the SAML 2.0 option, then click the green Create button

Create a New Application Integration

Platform Web r

Sign on methed () Secure Web Authentication (SWA)

Users credentlals to sign In. This Integration works with most apps.

(®) SAML2.0
Uses the SAML protocol to log users Into the app. This Is a better option
than SWA, If the app supports It.

(") OpenlID Connect

Uses the OpenlD Connect protocol to log users Into an app you've built.

Create Cancel

5. In Step 1 General Settings, enter Example SAML Application in the App name field, then click the green Next

button.
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oﬁnmnlm

o Ganearal Settings

App name

App lege Q

fpp visibbity

Cancel

Wepow

©

Unload Lege

Doy rurl displny application koan 10 users

Do nat displary application kcan In the Dica Mobile app

6. In Step 2 Configure SAML, section A SAML Settings, create the Single sign on

URL https://wepowsubdomain.wepowapp.com/sso/saml/consume

For the recipient, destination URLs use https://wepowapp.com. For "Audience URI" wepowapp.com.
Select "Name ID format" and set to "EmailAddress" and "Application username" set to "Email"

e SAML Settings

Single sign cn UAL

Recipient URL @
Destination URL £
Audignce LRI [SP Entity 10y i)

Defauit BelayState O

What does this form da?

FitpEiiakia wepowappcom/ssnisamlicansume:

1| Use this for Heclolent URL and Destnation URL

Allow This app 10 request other S50 LURLS

Fitpswepowapp.com

FITIES L i B0 C O

WEDOWAPELCDM

Mams 10 farmat

Application username I

Emailadoress -

Email L

Where do | find the info this form needs?

Okcta Cesrtificate

4 Downioad s Certificae

Show Advanced Settings

Select "Name ID format" and set to "EmailAddress" and "Aplication username" set to "Email"

7. Inthe Attribute Statements section, add three attribute statements:

1. FirstName set to user.firstName

2. LastName set to user.lastName
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3. Email set to user.email

"is_owner" set to isMemberOfGroupName("WepowOwner") ? "true" : "false"
5. "wepow_team_1" set to "isMemberOfGroupName("Engineering") ? "Engineering" : null" 6.
"wepow_role_1" set to "isMemberOfGroupName("Engineering") ? "admin" : null"

ATTRIBUTE STATEMENTS (CPTIOMAL)

Name Mame farmat (optional)
first_name Unspecified v
last_name Unspecified L4
Is_owner Unspecified v
wepow_team_1 Unspecified 4
wepow_role_1 Unspecified v
Email Unspecified v

Add Another

Click Next to continue.

Value

userfirstMame

userlastMame

IsMemberOfGroupMame™WepowOwner") 7 "t

IsMemberOfGroupMame("Engineering™) 7 "En

IsMemberOfGroupMame("Engineering™) 7 "ad

useremail

LEARN MORE
.| X
.| X
.| X
.| X
.| X
.| X

8. In Step 3 Feedback, select I™m an Okta customer adding an internal app, and This is an internal app that we

have created, then click Finish.

e Help Okta Suppart understand how you configured this application

Why are you asiong me this?

[
Are you 8 customer or partner? l . 'm an Ox1a customer adding an Inemnasl 800 J

'm a softwace vendar I'd tke to megrate my app with Oica

u The optional questians below assist Oita Supporn in understanding your 3pp integration

[
App type @ | [¥] This is an internal npp $hat we have created

Previous
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9. The Sign On section of your newly created Example SAML Application application appears. Keep this page
open in a separate tab or browser window. You will return to this page later in this guide and copy the
Identity Provider metadata link.

(To copy that link, right-click on the Identity Provider metadata link and select Copy)

Sign On

Settings Edit

SIGN ON METHODS

Default Relay State

SAML 2.0 is not configured until you complete the setup instructions.

View Setup Instructions

Identity Provider metadata® ] )V TER 141\ o rts cdynamic configuration.

CREDENTIALS DETAILS

Application username format Email

Password reveal Allow users to securely see thelr password (Recommended)

10. Right-click on theAssign Application section and select Open Link In New Tab (so that you can come back to

the Sign On section later).

In the new tab that opens, click on the Assign button

Assign v

11. Adialog titled Assign to people will open. Type your username into the search box, select the checkbox next
to your username, then click the green Next button
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Assignments

Assign to People Pasrnan Typs

I ASAKIN 10 GICLES

Groups

12. You will be prompted to Enter user-specific attributes. Just click the green Confirm Assignments button to
keep the defaults.

Assign TestWepow to People

ol

Dev Rulz
Assign

Guillermo Romerao .
Assign

You are now ready to configure SAML in your application. The information in the tab you opened in step #9 contains
the information that you™Il need to configure SAML in your application.

In Wepow

1. Enter to the Wepow App, and go to "My preferences"
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My Preferences

Settings

Sot
Switch Account

Sign out

2. From the section "Organization Settings" click on Single Sign-on

Organization Settings
Organization Information
Teams

Privacy

Single Sign-on

3. Select the option "SAML 2.0 and go back to Okta and pull the information from step #9.

© 2017 Wepow, Inc. Strictly Confidential. This content is for general information purposes only. 7



O sAML 2.0
Wepow can be configured for S50 by Identity Providers such as OnelLogin, Okta, Ping Identity and others using SAML 2.0 protocol.

X.509 Certificate

--—--BEGIN CERTIFICATE---—-
MIIDpDCCAoygAwIBAgIGAVOUWN+JMAOGCSqGSIb3aDQEBCWUAMIGSMQswCQYDVQQGEwWJVUZETMBEG
A1UECAWKQ2FsaWZvem5pY TEWMBQGA1 UEBwwNU2FUlEZyYWS5jaXNjbzENMAsGA1UECgwWET20YTEL
MBIGA1UECwWwLU1NPUHJvdmIkZXIxEzARBgNVBAMMCmRIdi0xNDASNTIxHDAaBgkghkiGOw0OBCQEW
DWIuZm8Ab2t0YS5jb20wHhcNMTewNzEwMjExMTQyWheNMjcwNzEwM|ExMjQyW]CBKELMAKGATUE
BhMCVVMxEzARBgNYBAgMCkNhbGImb3JuaWExFjAUBgNVBAcMDVNhbiBGemFuY2izY28xDTALBgNY
BAoOMBESrdGExFDASBgNVBAsMC 1NTT1Byb3ZpZ GVyMRMwEQYDVQQDDApKZXYtMTQwOTUyMRwwGgY.
KoZlhveNAQkBFg1pbmZvQGOrdGEUY29tMIIBljANBgkghkiGOwOBAQEFAAOCAQBAMIIBCgKCAQEA
hjBKagfbOMNFka' 10 EcObGeDDQxpfduddgt DeJWnvX3setZogyOX2p2s Tm/HC+NvZBATOWfoAnP
dJ1xgNPiAKOQGrV3hFWsDuBR26xhe0OFNi1 De0PXz KVULji+gDKPc090KF YfgRAEnRewLyxeWes
gLeSqglfeK19Xlo+mgKKhINKd3gR4BQGzZT SjEvdlhN3yF/hU+P73ql10um-+iBlJjLekHwFDUEN G
GEEyTZb84wuQJ3ohP+rxrg1aYlosvZlindnirMZlyFjlGSADFWRSikWsvBipgwnthvL WrWe/RmRk
+zAkiSiqeODrZj/igMBeaephiHlaiF Yv+xBKBwIDAQABMAOGCSqGSIb3DQEBCWUAA4IBAQBLpQPwW
EEVG3/6NHQC J4XgiCajo3hbRuHAjjxkykWigSKbRK/A2IUSXo5IL+NvXIzkQUFPDbanBVGVEzjal
vUzAHRQIdWGf2GOBQ+BjBnHHESO+wqDBAVY /ww1iZ069uLcScHsEugnQBKulSXAcZAXgPinUQj7
{Trlav78YqouRjSNKCfdkPgrY ITH2tr++FARNYVIO92/PEQR4k1/MIPhg2C7IKBS5ztaWTFoOkd48
yXK8301F52GdBdBMXndymzasZXrpFxutOwON4RFAyCegHeKHBKXhQ/CszliOPEbHhMKpfhmVoMS0
tadViynVWz2Gwtaq5Cuk5FITHjAWD/1s

--—--END CERTIFICATE--—

SAML 2.0 Endpoint (HTTP)
hitps://dev-140952.ckiapreview.com/app/iwepowdev140952_wepow_1/exkb48w5tkMdeDN200h7/sso/saml

5LO Endpoint (HTTF)

Single Sign-on URL

hitps:/loktappichardo.wepowapp.com/sso/samlfinit?locale=en

Single Logout URL

hitps:/loktappichardo.wepowapp.com/enflogout

Allow email/password login

Turn this off when you have completed testing login via your Identity Provider

Auto-provision users and teams

Automatically creates users and teams that match those on your Identity Provider

If "Auto-provision" is enabled, users should be created from Okta.

Thank you for using the Wepow Help Center! Our goal is to provide you with excellent customer service, and
improve your experience when applying for a new job online!
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